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Abstract: SMEs are currently confronted with major challenges such as increasing uncertainty and volatility. In order to face these challenges, agility and digitalization can be 
implemented. Both concepts bring about numerous opportunities and new competency requirements. Currently, there are few scientifically based, practical training courses that 
focus on digitization and/or agility. The aim of this paper is to provide a roadmap for the development of the training concept. In this training, participants will be able to acquire 
theoretical content on a learning platform in a flexible way and they will be able to apply this knowledge in a learning factory. Based on a literature overview, requirements for such 
a training and the necessary skills in a digital, volatile business environment will be given.  
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Volatility and uncertainty are constantly increasing 
challenges in today's business environment, especially for 
small and medium-sized enterprises (SMEs) [1]. The 
resulting rising dynamics consequently lead to market 
developments that are difficult to predict. Agility enables 
companies to proactively adapt to these uncertainties and 
react quickly to changes in order to optimize their economic 
situation by leveraging the entire value chain. [2] 
For some years now, digitalization has been one of the 
most promising enablers in terms of productivity increase in 
the manufacturing industry. Future production systems will 
be characterized by small digitized, decentralized elements 
that act autonomously and that are thus able to control their 
operation according to external specifications. In this 
production network, products and materials will be clearly 
identifiable and localizable throughout their entire life cycle. 
[3] Not least because of this, digitalization offers numerous 
advantages such as higher quality, individualization of 
products, reduced costs and increased flexibility and agility. 
Digital transformation also leads to new competency 
requirements. These must be taken into account for a 
successful, agile orientation of companies in the age of 
Industry 4.0. [3, 4] 
Training and teaching have not kept pace with the current 
advances in manufacturing and demands on the labour 
market [5]. Particularly SMEs face problems when exploiting 
the potentials of digitalization, such as a more agile 
orientation of the company, especially due to a lack of 
corresponding competencies within the employees [4, 6]. 
Nevertheless, only a small number of practical trainings is 
currently available. Moreover, traditional teaching methods 
show limited effectiveness in terms of developing 
competencies of students and employees for the current, as 
well as future, manufacturing environments [7]. In recent 
years, new training and teaching concepts have evolved. 
These take into account the fact that manufacturing and 
corresponding disciplines cannot be taught only in a 
classroom and that industry can develop by implementing 
new research results into industrial operation. [8] Therefore, 
modern learning approaches need to train participants in a 
realistic manufacturing environment and leverage industrial 
practice by including new manufacturing technology and 
knowledge [9]. Learning Factories, such as the LEAD 
Factory of the Institute for Innovation and Industrial 
Management at the Graz University of Technology, offer 
new, practical training opportunities that can potentially be 
used to build up the skills of employees. 
 
2 THEORETICAL BASIS 
 
In this chapter, a theoretical basis will be given on the 
topics of the relevance of SMEs, digitalization and digital 
transformation in SMEs, agility, competencies for the digital, 
volatile business environment and on Learning Factories.  
 
2.1 Relevance of SMEs 
 
The European Commission defines an SME as an 
enterprise with fewer than 250 employees and a turnover of 
up to € 50 million or a balance sheet total of up to € 43 million 
[10]. Additionally, it must be a "stand-alone" company and it 
may not be a partner or an affiliated company [11]. In 
Austria, SMEs are of significant relevance as they comprise 
99.6% of all enterprises in the country (about 337,000 SMEs) 
and 2 million people are employed in companies of this kind. 
[12] Austria's SMEs are responsible for more than 60% of the 
turnover, gross value added and investments of the market-
oriented economy. In 2017, the turnover generated by SMEs 
was around € 482 billion. [11] A similar picture can be seen 
in Germany, where 99.3% of all enterprises are SMEs 
employing 53.5% of the population [6]. 
SMEs are often referred to as "hidden champions" and 
they possess niche expertise. They mostly have smaller 
budgets than large companies and a more sustainable 
business strategy. Micro-enterprises are predominantly 
traditional crafts, while small and medium-sized enterprises 
consist mainly of manufacturing companies and IT service 
providers. [6] 
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SMEs in particular are confronted with high volatility 
and uncertainty in their business environment [13]. 
Employees in SMEs typically perform several different and 
complex tasks in the course of their regular work [14].  
Deficiency of skills and competencies is currently recorded 
in production and engineering, in the craft and technical field 
of production and engineering, in the craft and technical field 
in all sectors of the Austrian economy, but even more 
predominantly in SMEs [15]. Furthermore, SMEs in 
particular are struggling to recognize the benefits of the 
fourth industrial revolution and to exploit its potential [6].  
 
2.2 Digitalization and Digital Transformation in SMEs 
 
Digitalization offers a wide range of opportunities, such 
as shorter lead times, improved consideration of customer 
needs and faster innovation cycles, and this is especially the 
case for SMEs. It also plays a major role in identifying, but 
also managing volatility [2]. Digitalization has been 
progressing consistently in larger companies, while SMEs 
still have some catching up to do [16].  A study conducted in 
2017 by Arthur D. Little in cooperation with the Austrian 
Federal Economic Chamber (WKO) found that a large 
proportion of the Austrian SMEs surveyed across all 
industries and provinces are in the "digital newcomer" or 
"digitally aware" category. A study conducted in 2017 also 
confirms this result. According to this study, 32% of SMEs 
are "digital latecomers" [16, 17].  
In a survey of Austrian SMEs, 1,700 participants were 
asked "What do you think are the biggest challenges in terms 
of digitization? " The most common answers were the fear of 
unauthorized access and the lack of competent workforce 
(see also Fig. 1) [18]. 
 
 
Figure 1 The challenges of digital transformation in SMEs [18]. 
 
A similar study in Germany pinpointed the adaptability 
of IT systems, qualification requirements for employees, the 
process of man-machine cooperation, work and health 
protection, flexibility compromises and the security of 
company data as the major obstacles of digital 
transformations in SMEs [19].   
In another study, it was found that the lack of know-how 
and little information on digitization are the biggest 
challenges for SMEs [17]. To summarize, a lack of qualified 
people in the workforce is one of the major reasons why 
SMEs are still lagging behind in terms of digitalization.  
2.3 Transformability Concepts 
 
Due to an increasing degree of uncertainty, as well as 
high market volatility, producing companies need to 
constantly adapt to the changing environment [20]. Serious 
events such as the ongoing Covid-19 crisis and the financial 
crisis in 2008 showed how an impressive degree of global 
cross-linking enhances the scope and the scale of externally 
triggered business impacts [21]. Literature provides different 
concepts such as flexibility and agility as the means for 
facing these challenges.  Nyhuis et al. define flexibility as the 
ability to adapt a (production) system quickly and without 
additional investment within a corridor defined by certain 
measures [22]. The term "agile" was introduced in the 
context of production by researchers at the Iacocca Institute 
in 1991 [23]. Agile production means to have "a system that 
is capable of operating profitably in a competitive 
environment of continually and unpredictably changing 
customer opportunities" [24]. It was defined in a similar way 
in 1998 by Gunasekaran who sees agility as  "the capability 
to survive and prosper in a competitive environment of 
continuous and unpredictable change by reacting quickly 
and effectively to changing markets, driven by customer-
designed products and services" [25].  
The agility of the workforce is characterized as the 
ability to deal with the ever-changing customer needs and 
uncertain scenarios, to learn from them, to generate 
innovative solutions and to accomplish the said goal within 
the stipulated time [26]. This also leads to certain 
requirements for the competencies of all employees in an 
agile organization. Accordingly, the individual person must 
be enabled to be agile. This requires professional skills and 
extra-professional skills. In the following chapter, the 
concept of competence is presented and consequently, the 
necessary competencies are discussed. [27] 
 
2.4 Competencies  
 
In order to obtain a deeper understanding of 
competencies, the crucial first step is to distinguish between 
the terms knowledge and skills. The European Parliament 
defines knowledge as the "outcome of the assimilation of 
information through learning. Knowledge is the body of 
facts, principles, theories and practices that is related to a 
field of work or study". [28] Within the European 
Qualifications Framework, skills are described as "cognitive 
(involving the use of logical, intuitive and creative thinking) 
or practical (involving manual dexterity and the use of 
methods, materials, tools and instruments) abilities" [28]. 
Campion et al. defined the term "competence" as "collections 
of knowledge, skills, abilities and other characteristics that 
are needed for effective performance in the jobs in question" 
[29]. Franz E. Weinert defines competencies as "the 
cognitive abilities and skills available to individuals or 
learnable by them to solve particular problems, as well as the 
associated motivational, volitional [the wilful control of 
actions and intentions to act] and social readiness and ability 
to use problem solving in variable situations successfully and 
responsibly" [30]. In holistic approaches, the terms 
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"competency" and "competence" are used in a manner in 
which a difference is distinguished between them [31]. The 
knowledge stair was introduced by North for a better 
understanding of the term competency [32] (Fig. 2).  
 
 
Figure 2 Knowledge stair according to North (2011) [32]. 
 
Competencies can be divided into different competency 
classes or models. These classes are further described in the 
following section. 
 
2.4.1 Competency Classification 
 
The division of competencies may vary depending on the 
author. A classification into three competency classes 
prevailed in the 1990s: professional, social and 
methodological competencies. This division continued until 
the beginning of the new millennium and was then 
supplemented by a fourth competency class, personal 
competencies proposed by Erpenbeck and von Rosenstiel, 
and it was slightly modified in other places. [33] Different 
authors further described other competency classes. An 
overview on the different classes is given in Fig. 3.  
 
 
Figure 3 Competency classes (own demonstration). 
 
For this research, the classification of Erpenbeck and van 
Rosenstiel will be used as it considers action- (and 
implementation-) related competencies and professional- and 
methodical-related competencies that are particularly crucial 
for SMEs. Competency classes divided according to these 
authors are described in the following section [34]: 
• The personal competencies of a person refer to the 
individual's abilities to be aware of the consequences of 
their own actions, to assess themselves and to control 
their own actions in a creative and self-organized way. 
These competencies are expressed by characteristics and 
abilities such as flexibility, independence, ability to work 
under pressure or willingness to take risks. 
• The social/interpersonal competencies describe the 
disposition of a person to self-organized action in the 
field of communication and cooperation. 
• The action- (and implementation-) related competencies 
express a person's ability to act in a holistic, self-
organized manner and to implement intentions.  
• The ability of a person to analyse given problems and 
questions objectively and to solve them by using 
abilities, skills and knowledge is described as the 
professional and methodical competency. The 
acquisition of new methods and the creative 
development of the existing methods are also included.  
 
2.4.2 Competencies in Production in Digital Transformation 
 
As illustrated in Fig. 4, there are several factors leading 
to a change in competence profiles. In recent years, major 
factors for these have been digitalization, as well as 
globalization and shorter product life cycles. They have led 
to greater uncertainty levels and the need for agility [5].  
 
 
Figure 4 Changing competence profiles based on [5]. 
 
Digitalization will not only affect technology and 
production, but also the way we work in all its dimensions. 
This transformation of the work environment will change job 
profiles, and therefore it will require employees to be 
outfitted with a wide range of competencies. [5] 
Personal competencies are especially important in a 
volatile digital business environment, since a worker´s tasks 
will constantly change. Therefore, workers need to adapt 
quickly to the changing work tasks [35]. Consequently, the 
workforce should focus on lifelong learning and personal 
development [36]. Personal flexibility concerning work 
contents, work time and work places, as well as open 
mindsets, are prerequisites for agile production in order to 
respond quickly to market requirements and changes 
concerning the environment [37]. Extending beyond this 
creativity and high innovation capability is also very 
important [38]. As every individual is embedded in certain 
social settings such as, for example, an organization with co-












































































































































































Methodological competence x x x x x x x
Motivation competence x x
Participation competence x
Personal competence x x x x x x
Professional/technical competence x x x x x x x x x x x
Professional methodological competencies x
Self-competence x x x x
Situational (performance) competence x
Social/communicative competence x x x x x x x x x x x / x
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establish social connections is of great importance [37]. In a 
factory of the future, interaction takes place at various 
different levels, for example at a human-human and human-
machine level. Moreover, digital transformation incorporates 
an integration of processes in vertical and horizontal 
dimensions, a collaboration among standardized processes 
and the automation of collaboration. As a consequence, 
workers are responsible for a wider process scope and need 
to understand the relations between processes, disturbances, 
information and solutions. Building a network is essential to 
master these tasks [39]. In terms of action- (and 
implementation-) related competencies, it is of significant 
importance that ideas such as new technology solutions or 
new forms of collaborations are efficiently implemented on 
the shop floor. Complex concepts thus need to be broken 
down into realistic work packages and assigned to 
appropriate teams. [37] Another important competency is 
responsiveness, including capturing, recognizing and 
anticipating change, the immediate reaction to these changes 
and rapid recovery from change [27]. Professional and 
methodical competencies, also referred to as domain-related 
competencies, in the digital transformation include planning, 
control of production processes and networks [39]. 
Moreover, basic knowledge of network technologies and data 
processing are essential for the workers of the future. They 
will also need to be able to work with modern interfaces and 
to analyse the data by using software. [3] 
 
2.5 Learning Factories  
 
The term learning factory was first used in the USA in 
2014. The number of learning factories has been constantly 
increasing around the world since then. [5] The learning 
environment of a "learning factory" is specified by [40]: 
• processes that are realistic, including multiple stations, 
as well as organizational and technical aspects, 
• a setting that can be changed and resembles a value 
chain, 
• manufacturing of a physical product and 
• a didactical concept which includes formal, informal and 
non-formal learning, enabled by the training 
participants’ own actions in an on-site learning approach. 
 
Learning factories are often miniaturized production 
environments close to the industrial reality. They represent 
models of a production system offering trainees the 
opportunity to implement (process) improvements and let 
them experience the outcomes of these changes immediately. 
[41] 
The goal is to provide students and the industrial 
workforce with a close-to-industrial education environment 
and to let course participants experience hands-on activities 
though real-life projects [42]. Studies have shown that the 
concept of learning factories shows better performance in 
terms of knowledge and a capability acquisition that is better 
than that of traditional approaches [43]. Learning Factories 
follow the concept of action-oriented and experiential 
learning. For competency development, the assimilation of 
information follows first, where contents such as methods 
and technologies are theoretically explained and applied, and 
then applied and tested in the Learning Factory. In the second 
step, the experiential learning phase takes place where the 
application is experienced and seen as the basis of theoretical 
understanding [5].  
 
 
Figure 5 Training circle in Learning Factories based on [5] 
 
The learning factory used for this research is termed the 
LEAD Factory and is operated by the Institute of Innovation 
and Industrial Management of the Graz University of 
Technology. It represents a manufacturing site where a 60-
part scooter is assembled.  
 
3 GOALS AND RESEARCH QUESTIONS 
 
Based on the initial situation, the overall goals of the 
research are: 
1) to highlight the challenges SMEs face in today's volatile 
digital business environment;  
2) to determine which competencies will be required of the 
(production) workforce in the future;  
3) to evaluate how these competencies can be taught and  
4) to design and test training courses on the derived learning 
objectives including the current challenges of SMEs. 
 
The first two goals are tackled in this paper. From these 
questions, the following research questions can be derived: 
Which are the relevant competencies workers need in a 
volatile and digitalized environment in SMEs in the assembly 
industry?  
 
4  METHODOLOGY 
 
In this chapter, the methodology is described. First, the 
overall research framework of how to reach all four goals as 
it has been mentioned in Chapter 3 is tackled. The literature 
research will then be described. 
 
4.1 Overall Methodology 
 
In the introductory research phase, a (literature) 
overview is first created. The research perspective will be 
considered in the form of scientific journals and books. The 
industry perspective will be taken into account by means of 
the latest studies and industry insights from stakeholders, 
consulting firms and other stakeholders. In this phase, the 
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research gap is identified and the requirements of training 
will be defined. In the conceptual research phase, a detailed 
literature study will be conducted (see Chapter 4.1) and semi-
structured interviews with 10-12 industry representatives of 
SMEs in the manufacturing industry will be conducted. The 
interviews will be analysed with MAXQDA, a software 
(tool) for a qualitative and mixed methods data analysis, and 
they will be interpreted for the following research phase. The 
descriptive phase includes the development, testing, 
implementation and analysis of a questionnaire. This survey 
will be conducted according to Forza (2016) [44]. The results 
of this phase will be used to create training modules based on 
the results of the descriptive phase by means of didactic 
transformation. The end-product of the research consists of 
training modules, which are tested and evaluated. An 
overview of the research is shown in Fig. 6. 
 
 
Figure 6 Overall Research Methodology based on [44, 45, 46, 47, 48]. 
 
4.2 Literature Research 
 
In the first and second research phase, a literature 
research is conducted. While in the introducing research 
phase, an overview of only the current research and industry 
insights is created, and an in-depth literature research is 
performed in the second phase. The literature search is 
performed according to von Brocke et al. (2009) [49].  
For the selection of the studies, the following process, 
excluding the forward and backward search, was performed 
(Fig. 7). After the selection of relevant articles, literature is 
analysed according to Webster and Watson (2002) [51]. 
 
Figure 7 Methodology to select relevant studies [50] 
 
5 RESULTS  
5.1 Requirements for Trainings 
 
Based on an extensive literature search on topic 
challenges in SMEs, trainings for digital transformation and 
transformation concepts, as well as competencies and 
competence development, the following requirements for 
trainings in a volatile digital environment were derived: 
Competency-oriented. The training modules need to be 
competency-oriented, meaning that there needs to be a 
structured approach for training, and an assessment that is 
designed for a specific outcome. The training should assist 
individuals to acquire certain specific competencies, in order 
to ensure that they are able to perform tasks to a specified 
standard under certain conditions. This means that the 
learning objectives need to be defined very clearly before the 
training starts. The main organizational aim is then to 
generate competency models for the defined functional roles 
that contribute to company-wide strategic goals. Competency 
models are defined as a set of typically between ten and thirty 
competencies that define the capabilities of successful 
performers [52]. 
Maturity-based. When looking at the digitalization of 
companies, it is not enough to focus on technological aspects 
only. Taking the organizational and cultural aspects into 
consideration, as well as the knowledge and skills of 
employees, are of far greater importance. Modern 
technologies make it possible to build a database using this 
input. However, it must also be possible for the organization 
and its actors to make good use of it in order to achieve the 
overall goal of adapting the company to the changing 
conditions. Maturity models such as the acatech Industry 4.0 
Maturity Index serve as a step-by-step guide for the required 
developments. These maturity models include all relevant 
aspects for the transformation and help to determine which 
competencies are still lacking for the task of successfully 
introducing digitalization.  
Flexibility and changeability concepts. Numerous 
changeability concepts such as workforce agility and multi-
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In scientific articles, it has been demonstrated that concepts 
such as an agile workforce contribute significantly to 
achieving agility throughout the entire organization [53]. For 
this reason, it is important to further examine the 
competencies needed for these concepts and to incorporate 
them in the training.   
Multiple-case scenarios. As training should also deal 
with volatility and uncertainty leading to unpredictable 
situations, it is important to include different scenarios in the 
learning environment.  
Incorporation of main technologies. As the main 
value, and thus the potentials of digitalization incorporate the 
use of digital technologies, it is crucial to include these 
technologies in training.  
 
 
Figure 8 Competencies in SMEs for digitalization. 
 
5.2 Literature Research on the Competencies in SMEs 
 
The literature research was carried out between April and 
May 2020 and Google Scholar, Scopus, ScienceDirect and 
TU Graz Digilib were used. Studies that were published 
between 2014 and 2020 were incorporated. The languages of 
the articles were German and English. The search was 
focused on the following keywords: sme OR "Small and 
Medium sized enterprises") AND (competenc* OR skill) 
AND (digitization OR digitalization OR "digital 
Transformation" OR "Industry 4.0". Fifteen most promising 
articles were further analysed. Fig. 8 shows the results of the 
research.  
When making a count of the individual competences 
referred to in the literature, the following were found to be 
the most frequently mentioned: IT and ICT competencies, 
personal flexibility, creativity, ability in collaboration and 





SMES are currently facing challenges such as volatility 
and uncertainty. The concept of agility and digitalization are 
promising enablers to overcome these challenges. 
Nevertheless, SMEs are still struggling to transform 
themselves into digital enterprises and to exploit the 
potentials of digitalization. Furthermore, only very few 
(practical) training opportunities exist at the present time that 
incorporate changeability concepts and/or digitalization. For 
this reason, the authors aim to explore the competencies 
needed in SMEs in a digitally volatile business environment 
and hence, to further develop training. 
In this research, an extensive literature research was 
carried out by focusing on the competencies and the training 
requirements of SMEs. It was found that the most frequently 
mentioned are the following: IT and ICT competencies, 
personal flexibility, creativity, ability in collaboration and 
organization and also the process of understanding in 
networks. 
In the context of a literature research, a forward and 
backward search according to Watson and Webster can also 
be performed in order to uncover and find an even broader 
range of relevant articles. This study is part of a research 
project. The next steps are to evaluate the most important 
challenges of SMEs and, furthermore, to gain deeper insights 
into the changeability concepts of the workforce. In the 
conceptual research phase, interviews will be carried out with 
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